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Screenshots
Screen capture of the program that runs with no Python errors:



Screen capture of successful pingall at the mininet> prompt:



Screen capture of a successful chat session between the two chat clients:



Screen capture of a Wireshark trace of the communication between a chat client and the chat
server:



Screen capture of the successful wget (or curl) of the web server index file:



Screenshot of both decrypted server (web and chat) certificates.
Web server certificate:



Chat server certificate:



List of lines that were changed and why:
The lines that add the routers (r1, r2, and r3) (lines 40-45) were updated to have a valid IP
address with their subnet mask, which is needed to identify each router. The subnet mask allows
the routers to be on the same network since the first 24 bits of their IP address are the same.
The lines that add the hosts (h1, h2, h3, and h4) (lines 48-51) were updated to include the subnet
mask as well and the default route for each host. The subnet masks were added to also allow the
hosts to be on the same network since the first 24 bits of their IP addresses will be the same. The
hosts will also be on the same network as the routers since they are both given the same subnet
mask. Default routes are given to forward a packet to a location if the packet does not have the
same local subnet.
The lines 58-61 were modified to assign IP addresses to the links between the routers and
switches. Without these IP addresses the routers and switches would not be connected together.
The lines to create 6 static routes were added in lines 66-82 to provide static routes between the
routers. The static routes allow the packets to have a path from one host to another host.

Questions:
1. What were any interesting findings and lessons learned?

We learned that configuring IP addresses and routes are important in order for the
network to function correctly. Static routes need to have subnets and the next hop in order
to route properly. It is also important for the newly created certificate and key to be
placed in the same path that the web and chat server have in order for the servers to use
the certificate. We also learned that the makeTerm function allows for hosts to run
commands that are given to it so the user does not have to manually input the commands.

2. Why didn’t the original program forward packets between the hosts?
The original program does not forward packets because the IP addresses in lines 26, 30,
and 32 are ‘0.0.0.0’. If all the routers had the same IP address of 0.0.0.0, packets will not
be able to be forward to a specific router, but providing a specific IP fixes this. There are
also no routing algorithms in the original program so the packets are not directed where
to go.

3. Is the line ‘ r3.cmd('sysctl -w net.ipv4.ip_forward=1') ’ required?
The line is required because it allows packets to be forward onto the network. This line
allows the packets to move past r3. Without this line the packets would not be forward to
the next router which would cause the packets to never get to the destination. This would
cause routing issues and h3 and h4 would never receive the packets from h1 and h2. If
packets are not able to reach their destination, then the networks would not communicate
properly and the “internet” would not work.

4. Intentionally break your working program, e.g.: change a subnet length, IP address, or
default route for a host. Explain why your change caused the network to break.
Changing any one of these examples would cause the network to break because the
packets would not be routed correctly. If s subnet length is changed then the subnet of the



hosts would not match. Changing the IP address would cause a routing issue because the
packet would not be sent to the correct location or the packet might not be sent anywhere
if the IP address is invalid. Changing a default route for a host would cause the network
to break because packets will not be forwarded correctly to the next hop.


